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Section VII. Technical Specifications

QUANTITY SPECIFICATION

1 Lot ENDPOINT SECURITY ANTIVIRUS FOR 900 USERS

With Endpoint Protection and Systems Management

Software and Updates Development (Patch Management)

Remote Automatic Report

With Network Monitoring Tool

Available ON CLOUD or ON-PREMISE with Unified

Management Console

6. Antivirus, Anti-Malware and Ransomware Protection

7. Two-way firewall with Intrusion Detection/Prevention

8. Search Advisor and Web Filtering

9. Enable remote data wiping and Data Protection

10. User — Web and application control

11. Network discovery and mass remote install option

12. Machine Learning algorithm

13. Advance Anti-Exploit

14. Exploit prevention - Zero day Vulnerability — Unpatched
Vulnerability

15. Anti-Ransomware Vaccine

16. Smart Centralized Scanning

17. Device Control and USB Scanning

18. Endpoint Control

19. Monitoring Dashboard and Reports

20. Inclusive of One (1) day installation and Training for Ten
(10) personnel (with Certificate), bundled with knowledge
transfer and best-practice configuration and training for
remote deployment and installation Endpoint account
should be transferrable

21. Unlimited Standard Technical Support (Unlimited Email,
Skype and Phone Support) during office hours

22. Unlimited 24/7 International Support (Email, Phone &
Remote Assistance)

23. Automatic Security Updates

24. License Agreement

N e O B

1. Compliance with the statements must be supported by evidence in a Bidders

Bid and cross-referenced to that evidence. Evidence shall be in the form of
manufacturer’s un-amended sales literature, unconditional statements of
specification and compliance issued by the manufacturer, samples,
independent test data etc., as appropriate.
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2. A statement that is not supported by evidence or is subsequently found to be

contradicted by the evidence presented will render the Bid under evaluation
liable for rejection.

3. A statement either in the Bidders statement of compliance or the supporting

evidence that is found to be false either during Bid evaluation, post-
qualification or the execution of the Contract may be regarded as fraudulent
and render the Bidder or supplier liable for prosecution subject to the
provisions of ITB Clause 3.1 (a) (i) and/or GCC Clause 2.1 (a) (ii).

ACKNOWLEDGMENT AND COMPLIANCE
WITH THE TERMS OF REFERENCE FOR THE
PROCUREMENT OF ONE (1) YEAR SUBSCRIPTION OF
ANTIVIRUS FOR 900 USERS FOR CY 2019

SIGNATURE OVER PRINTED NAME
OF AUTHORIZED REPRESENTATIVE,
DESIGNATION AND PRINTED NAME OF COMPANY
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